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In recent years, the use of AI in organisations has dras-
tically increased. As a result, lawmakers around the 
world have been paying close attention to the devel-
opments in the field of AI too. While there is no com-
prehensive legal body in Switzerland and the EU that 
regulates the use of AI today, there are clear signs that 
Swiss and European organisations should prepare for 
stricter regulation.

Introduction
Nowadays, AI-solutions are radically transforming 
businesses all over the world. AI can generate signif-
icant business value and help organisations to gain a 
competitive edge in today’s fast-paced world. During 
this period of rapid AI adoption, companies find them-
selves at different stages on their AI journey: where-
as some companies are just getting started with AI, 
others have already established comprehensive risk 
and governance mechanisms to manage and use 
AI effectively. Considering the wide application and 
far-reaching impact of AI, it is clear that the use of 
AI brings risks and ethical challenges that need to be 
tackled by organisations.
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Also Lawmakers have paid close attention to the de-
velopments in the field of AI. For example, the revised 
Swiss Federal Data Protection Act (revFDPA), which 
comes into force in September 2023, sets out trans-
parency obligations for automatised decision- making 
systems. 

Moreover, other lawmakers around the globe are in 
the process of enacting regulation on the use of AI. 

Most noteworthy is the “Artificial Intelligence Act”. The 
AI Act, is a proposal by the European Commission 
to lay down harmonised rules on the use of AI, with 
far-reaching effects. While the exact date of enact-
ment is still unclear, it is likely the law gets passed in 
the coming years.

Is your organisation using AI and potentially affected 
by upcoming AI regulation? In the following sections, 
we will provide you with an overview of challenges 
arising from the use of AI, details about the EU AI Act 
and its legal scope, and possible measures to pre-
pare your organisation for the upcoming AI regulation.
 

What is the Challenge?
Companies across all industries, from manufacturing 
to financial services to healthcare, are rallying to be 
at the forefront of the digital and  AI transformation. 
Nevertheless, the wide-spread application and use 
of AI creates technical, legal and ethical challenges 
and has far-reaching implications. Issues range from 
fairness of algorithms, transparency, up to security 
and robustness of AI algorithms. With AI algorithms 
being deployed for credit approval, recruitment, or 
health care, unreliable, faulty or discriminatory algo-
rithms could have a profound impact on critical and 

“life-changing” decisions. 

Consequently, the use of AI comes with obliga-
tions both from a moral but also legal standpoint. 
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Organisations should be obligated to inform users 
about the use of AI systems and guarantee that 
model outputs are not biased or faulty in any way. 
AI model outputs need to be fair, reliable, and ex-
plainable. These criteria are often referred to as  

“trustworthy AI”. 

In addition to model fairness and transparency, 
trustworthy AI includes topics such as cybersecu-
rity. Organisations should put in place processes and 
mechanisms to protect themselves against specific 
AI vulnerabilities. Specifically, such vulnerabilities in-
clude adversaries intentionally introducing “poisoned” 
data during training (data poisoning) or introducing 
manipulated inputs (adversarial attack) to intention-
ally cause  wrong model outputs. Even more, “model 
extraction attacks” aim at reconstructing AI models 
or specific model internals based on model outputs 
only and can potentially lead to intellectual property 
theft or other cyber security risks.

The Artificial Intelligence Act
Even though the proposed EU regulation has not 
yet entered into force, the current proposal pro-
vides clear insights into the future development of 
AI regulation in Europe. With the proposed regula-
tion to establish harmonised rules on the use of AI, 
the European Union is the first governmental body 
to issue comprehensive regulation on the subject. 
Nonetheless, it seems to be only a matter of time 
until other lawmakers around the world will issue 
regulation too.

Similar to the General Data Protection Regulation 
(GDPR) that entered into force in 2016, the Artificial 
Intelligence Act has extraterritorial scope, mean-
ing that not only EU-based companies fall under its 
scope. In fact, many Swiss companies will be af-
fected by the regulation too.

The upcoming AI regulation applies to:
• providers placing AI systems on the market 

or putting them into service in the EU,
• users of AI systems located within the EU, 

and
• providers and users of AI systems that are 

located in a third country, where the output 
produced by the system is used in the EU. 

The Artificial Intelligence Act takes a risk-based ap-
proach and categorises AI systems into four risk 
categories, posing 1. unacceptable risk, 2. high risk, 
3. limited risk, and 4. minimal risk.

1.   Unacceptable risk
AI systems posing an unacceptably high risk, 
such as AI systems contravening the Union’s 
values or fundamental rights, or systems mani-
pulating or exploiting people, are per se prohi-
bited. These systems include, for example, re-
al-time biometric identification in public spaces 
or social scoring.

2.   High risk
High-risk AI applications are allowed but subject 
to strict mandatory requirements and an ex-an-
te conformity assessment. High-risk AI systems 
include applications such as automated recru-
iting systems, exam scoring, or credit scoring.

3.   Limited risk
Thirdly, there are systems posing “limited risk”. 
AI systems falling into this special category are 
subject to transparency requirements, which 
should ensure that the user is aware that he is 
interacting with an AI system or with AI-created 
content. Special transparency obligations apply, 
for example, to deep fakes, AI systems inte-
racting with people (such as chatbots or voice 
assistants), and emotion recognition systems.

4.   Minimal risk
AI applications posing minimal risk are subject 
to no new legal requirements. Low-risk appli-
cations include spam filters, or AI-based video 
or audio enhancement systems. The European 
Commission states that this category repre-
sents the majority of AI systems.

UNACCEPTABLE RISK
Usage forbidden apart from 
narrow exceptions

HIGH RISK
Need to fulfill complex legal 
requirements

LIMITED RISK
Need to add necessary disclaimers

MINIMAL RISK
No need for additional measures
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High-risk AI systems
The EU proposal mentions that the risk classification of 
an AI system depends not only on the actual function 
performed by the system, but also on its purpose and 
the modalities for which the system is used.

In general, there are two main categories of high-risk 
systems, which are described in Title III of the legis-
lative proposal:

1. AI systems intended to be used as a safety com-
ponent of a product, or as a product itself, are 
subject to an ex ante third-party assessment 
mandated by a Union harmonisation legislation 
listed in Annex II1

2. other stand-alone AI systems explicitly listed in 
Annex III

1.  The official proposal and additional legal documents can be   
    found on EUR-Lex.

High-risk AI systems will be subject to mandatory 
requirements before but also after putting them on 
the market:

RISK MANAGEMENT SYSTEM 
High-risk AI systems are required to have appropriate 
risk management processes to identify, evaluate and 
mitigate potential risks of an AI system throughout its 
lifecycle. High-risk systems need to be tested before 
putting them on the market to ensure that they per-
form consistently for their intended purpose.

DATA AND DATA GOVERNANCE 
High-risk AI systems which make use of techniques 
involving the training of models must be developed 
with datasets meeting high quality standards. Training, 
validation and testing data must be relevant, repre-
sentative, free of errors and complete. Special atten-
tion to biases in data must be made.

TECHNICAL DOCUMENTATION
High-risk AI systems must be documented to prove 
compliance with requirements laid out in the regulation.
Record-Keeping. High-risk AI systems must be de-
signed and developed to record and log their oper-
ation in sufficient detail to ensure traceability of the 
system’s functioning throughout its lifecycle.

TRANSPARENCY
Users of high-risk AI systems should be instructed 
on how to operate the system and how to interpret 
its outputs. Users should be educated on the level of 
accuracy, robustness, and cybersecurity of a system.

HUMAN OVERSIGHT
High-risk systems must allow for human oversight 
that enables a natural person to monitor its func-
tioning, spot signs of dysfunctioning, and overrule its 
operation.

ACCURACY, ROBUSTNESS AND CYBERSECURITY
High-risk systems should be designed and developed 
so that they achieve a reasonable level of accuracy, 
robustness and cybersecurity for their intended pur-
pose over their entire lifecycle.

NON-EXHAUSTIVE LIST OF HIGH-RISK AI SYSTEMS

Category 1: 
AI systems that act as safety component of  
a product, that are embedded in products, or 
are itself a product subject to a third-party  
assessment under sectoral legislation, such as:

• Safety components for machinery
• Medical devices
• Toys
• Lifts or safety components of lifts
• Recreational crafts and personal watercrafts

Category 2: 
AI systems that are not embedded in other  
products for the following applications:

• Biometric identification and categorization of 
natural persons

• Education and vocational training
• Employee management and recruiting
• Law enforcement
• Migration, asylum and border control 

management 
• Administration of justice and democratic 

processes 
• Systems to manage and operate critical 

infrastructure
• Access to essential private and public services 

and benefits (like credit and emergency first 
response services)
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What are the consequences  
in case of non-compliance
Organisations failing to comply with the rules set out 
in the Artificial Intelligence Act will be subject to heavy 
monetary penalties. Violations of data governance re-
quirements (such as failure of identifying possible data 
gaps or model shortcomings, examining biases, or 
following appropriate data processing operations) or 
non-compliance with the bans related to AI systems 
posing an unacceptable risk can result in fines of up 
to €30 million or 6 percent of global annual company 
revenue, making penalties heftier than those incurred 
for violations of GDPR. Non-compliance with other 
provisions laid out in the EU AI Act can be fined with 
up to €20 million or 4 percent and providing wrong or 
misleading information to authorities with up to €10 
million or 2 percent of global annual revenue.

How to Prepare for Regulatory 
Changes Now

Considering the regulations’ broad scope as well as 
the financial risk in case of non-compliance, com-
panies should take the upcoming regulatory require-
ments very seriously. Companies must be aware that 
the current EU AI Act is only the forerunner of future 
regulation to come. Preparing for such future regula-
tory changes now, and proactively taking the initiative 
to comply with best practices is crucial.

Specifically, companies can take the following actions:

Conclusion
As it can be seen, the upcoming EU regulation on the 
use of AI systems is complex and stipulates many 
demanding obligations. However, considering the fact 
that further AI regulation across the globe will come in 
the near future, preparing your organisation for regu-
latory requirements is inevitable. Even more – taking 
a proactive role and being prepared for the coming 
changes, as well as building up required competen-
cies and building partnerships with domain experts 
early on, can not only ensure legal compliance, but 
also generate business value.

For example, establishing a strong AI Governance 
framework can ensure that your AI investments are 
compliant from the start and your teams have strong 
guiding principles to develop AI systems in your or-
ganisation. This can reduce refactoring costs, foster 
more effective AI development, and even increase 
model reusability across your organisation. Moreover, 
adhering to standards and building up governance 
capabilities can counteract AI-specific risk. For in-
stance, this can be achieved by defining monitoring 
routines and setting up action plans to prevent de-
grading model performance over time.

In summary, AI systems do not only present huge po-
tentials, but also bear significant business risk. Thus, 
next to implementing a robust AI governance frame-
work with the right tooling, an ongoing AI risk manage-
ment is crucial. Whereas regular audits can be per-
formed by internal teams, teaming-up with the right 
partners to conduct independent assessments and 
reviews can be beneficial. Considering the fast and 
dynamic development of industry best-practices and 
AI standards, maintaining relationships with industry 
experts and strong sparring partners can help you not 
only to face the challenges coming with AI, but also 
leverage the full potential of AI in your organisation.

RISK ASSESSMENT AND CLASSIFICATION
Conduct an in-depth conformity assessment of ex-
isting or planned AI systems to identify their likely 
risk-classification according to the AI Act.

AI & ANALYTICS GOVERNANCE FRAMEWORK
Put in place an AI & Analytics governance frame-
work to facilitate the development of responsible 
and technologically robust AI systems.

MODEL CATALOGUE
Build-up a model catalogue to register all AI systems 
across the organisation and document their per-
formance, training data,  algorithmic features and 
people responsible. 

DOCUMENT & MITIGATE AI-SPECIFIC RISKS
Develop a mitigation plan to reduce likelihood and im-
pact of these risks (e.g., specific user trainings or al-
gorithmic adjustments). Investigate AI-specific risks, 
such as the intentional manipulation of AI algorithms, 
and document these risks for each model and use 
case.
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